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Abstract (i.e., assembling a grid) is not a simple task. There are no
widely adopted solutions that make the negotiation between
Grid computing has excited many with the promise of resource consumers and providers automatic.
access to huge amounts of resources distributed across the This current lack of widely adopted solutions is probably
globe. However, there are no largely adopted solutions for due to the complexity of implementing most proposed so-
automatically assembling grids, and this limits the scale of |utions, which rely on currency-based economies for solv-
today’s grids. Some argue that this is due to the overwhelm-ing the general grid-assembly problem [5, 6, 13, 1]. In this
ing complexity of the proposed economy-based solutions.scenario a consumer can negotiate an arbitrarily complex
Peer-to-peer grids have emerged as a less complex alternaprovision of resources and pay for it in some currency. To
tive. We are currently deploying OurGrid, one such peer- deploy a solution for this scenario, it is also necessary to
to-peer grid. OurGrid is a CPU-sharing grid that targets deploy an infrastructure for secure e-cash, e-banking, and
Bag-of-Tasks applications (i.e. parallel applications whose service auditing. We argue that this need is currently the
tasks are independent). In order to ease system deploymenfgreatest obstacle to building a Grid Economy.
OurGrid is based on a very lightweight autonomous repu-  Peer-to-peer grids [3, 4, 7, 18] have been proposed as
tation scheme. alternatives to the currency-based solutions. They do not
Free riding is an important issue for any peer-to-peer splve the general grid-assembly problem. However, they
system. The aim of this paper is to show that OurGrid’s rep- can take advantage of the ease of implementation of peer-to-
utation system successfully discourages free riding, makingpeer systems to get resource-sharing networks in production
it in each peer’s own interest to collaborate with the peer- today.
tO'peer Community. We show this in two StepS. FirSt, we We are Currenﬂy dep|0y|ng a peer-to_peer gnd called
analyze the conditions under which a reputation schemeQurGrid [3]. OurGrid solves the grid-assembly problem
can discourage free riding in a CPU-sharing grid. Sec- for users of Bag-of-Tasks applications [8], ie. parallel ap-
ond, we show that OurGrid's reputation scheme satisfies plications whose tasks are independent, such as parameter
these conditions, even in the presence of malicious peersgyeep, massive search and Monte Carlo simulation.
Unlike other distributed mechanisms for discouraging free  aAgin most peer-to-peer resource sharing systems, it may
riding, OurGrid’s reputation scheme achieves this without possible for users foee-ride consuming resources do-
requiring a shared cryptographic infrastructure or special- 5ted by others but not donating any of their own. Experi-
ized storage. ence with peer-to-peer systems shows that in the absence of
incentives for donation, a large proportion of the peers only
consume the resources of the system [2, 15, 17]. Free riding
1 Introduction is a concern because it decreases the utility of the resource-
sharing system, potentially to the point of system collapse.
Grid computing emerged from the possibility of using a In order to avoid this, OurGrid was designed to explic-
large federation of resources as an execution platform foritly provide an incentive for peers to collaborate with the
parallel applications. However, building such a federation system. To provide this incentive, OurGrid uses a peer-to-



peer autonomous reputation scheme, called the Network ofto change their strategy, the number of free riders will vary
Favors. In the Network of Favors, donating a resource is over time. Letf(¢).n be the number of peers that are free
a favor, and each peer autonomously prioritizes peers whoriders at timet. The other(1 — f(¢)).n peers are collab-
have reciprocated more favors in the past. The communityorators at time, donating all their spare resources to the
does not have to rely on common knowledge to be effec- community.

tive. That is, it is not necessary to store global reputations.

We will show that OurGrid’s local reputations, which are Since the peers are eager consumers, a peer that is do-
based only on interactions directly involving the peer that pated a resource always gains some positive utility as a re-
stores them, are sufficient for an effective incentive SCheme.Su":, no matter how |arge the quantity of resources it is Ssi-
Through the autonomous behavior of its components, themyitaneously consuming from other sources. It is therefore
system prioritizes the peers who have higher reputations,reasonable to assume that the utility lost by the donor as a

motivating sharing. result of donating the resource is a fixed multiplef the
Introducing the reputation scheme does not reduce theytjlity gained by the recipient, with < v < 1.

overall system utilization, because it only governs which
peer receives a contested resource, not whether the resource
is donated. Moreover, if peers decide to share more re-
sources as a result of the incentive it creates, this will in-
crease system utilization.

Our analysis relies on the fact that OurGrid peers are ex-
pected to beeager consumersA consumer is eager when
it gains positive benefit from whatever resources it obtains.

If f(¢t) = 0, then all peers are collaborators.flIft) = 1
the community contains only free riders, so no resources
are donated and there is no incentive for any peer to remain
in the community. Suppose now that< f(t) < 1 at
some timet. Let ¢(¢) be the “error” probability at time
that if a collaborator has a spare resource, it will donate the

We believe that it i ble t that B £ Task resource to a free rider. This may happen either because
¢ believe that itis reasonable 1o assume that Bag-0l-1ask§yq ¢o)1aporator cannot distinguish another collaborator to

application USETS are eager consumers, fqr a number of "®&hom it can donate its resources to or because there are
sons. The desire to use a CPU-sharing grid suggests a IargSnly free riders requesting resources at titnéf there are
need for computational resources. Bag-of-Tasks applica—no collaborators at tim then we define(t) = 1

tions usually involve a significant number of tasks, and ex-
tra resources can be used to increase their makespan using
task replication [14]. Finally, CPU is the critical resource

for Bag-of-Tasks applications. Most users can recompile
their applications to most architectures usually available, if
necessary.

Now if the utility gained by the recipient of a particu-
lar resource donation is, then the total expected utility
gain to the set of collaborators as the result of the dona-

tion is (1 — €(t)).u — v.u, wheret is the time that the do-
In the next section, we analyze conditions under which nation takes place (the donor must be a collaborator, be-

a reputation scheme discourages free riding among eageFause free _n_ders _do not donate resou_rces), a_”‘?' the total

consumers. In Section 3, we show that OurGrid's reputa- expected _ut|I|t_y gain to 'Fhe set of free riders arising from

tion scheme satisfies these conditions, even in the presenc e donation is(t).u. Smcg therg argl — f(¢)).n col-

of malicious peers. Section 4 compares our approach Withlaborato(gs, (tge ?xpected utility gain to an average collabo-
H —e(t)—v).u HS H

some related work, and Section 5 gives conclusions and fu-rator is =775~ Similarly, since there arg(t).n free

ture directions. riders, the expected utility gain to an average free rider is

<) Therefore, it is better to be a collaborator provided

@
2 Resource Sharing among Eager Con- that U<kt > <84 which happens if and only if
sumers e(t) < (1 —wv).f(t). On the other hand, it is better to be

a free rider where(¢) > (1 — v).f(¢t). For the case that

In this section we prove a general analytical result about €(t) = (1 — v).f(t), collaborators and free riders have the
resource sharing among eager consumers: if the communityp@me expected utility.
has some mechanism (not necessarily the mechanism used
in OurGrid) by which it can identify collaborators with suf- We assume that peers will gradually change their strate-
ficient accuracy, and known collaborators get priority in ac- gies to or from free riding if it is in their interest to do so
cess to the resources, then it pays to be a collaborator. As di.e., if the expected utility with the new strategy is greater
consequence, if peers change their strategy to collaboratinghan the expected utility with the old strategy). Therefore, if
if it is in their interest to do so, then the community evolves there is some’ for whiche(t) < (1 —wv).f(¢) forall ¢t > ¢/,
to a state where there are no free riders. then after time’ it will always be in the interest of free rid-
Let n be the number of peers in the community (we do ing peers to become collaborators, and so free riding will
not necessarily assume thais large). Since we allow peers eventually die out.



3 OurGrid and the Network of Favors change its identity by leaving the community and coming
back as a supposed newcomer. By this method a peer with
a bad reputation can easily start afresh with a newcomer’s

OurGrid, a system that we are currently deploying, is a ; X
reputation. Cryptographic or other guarantees of a peer’s

solution to the problem of automatic grid assembly for users : : 3
of Bag-of-Tasks applications [3]. Through OurGrid, users identity generglly can do I!ttle to .stop this. We QO not want
get access to the idle processors of the community in a peer!® address this by imposing stringent admission controls,
to-peer fashion. The assembled processing power from theé?S We would like to have as few barriers to the growth of
community forms the grid. OurGrid as possible.
In OurGrid, idle processors are not explicitly advertised, ) )
but requests are propagated through the system to as many-1 ~ Calculating the Local Reputation for a Peer
peers as possible. Messages typically have several alterna-
tive routes to reach peers, so that it is difficult for a mali-  In the Network of Favors, a peet calculatesr4(B),
cious peer to block others’ requests. Peers with idle procesthe local reputation of peeB, using just two pieces of in-
sors can allocate the use of these processors to a requestirf@rmation: the value of favorgl has received fronB, and
peer, sending the result of the processing directly to the re-the value of favors3 has received froml. Letv(A, B) be
questing peer. the total value of the processing power donated from peer
OurGrid uses an autonomous reputation scheme called4 to peerB over the past history of the system. We want
the Network of Favorsto help peers with idle processors 74(B) to be a function ofu(A, B) andv(B, A), and we
determine which requesting peer to donate to. A key mo- want the value of this function to increase whBndoes a
tivation for the design of this scheme was to make it par- favor for 4, to decrease when does a favor fo3, and to
ticularly lightweight and easy to implement in real systems. be zero ifA has never interacted with.
The central idea of the Network of Favors is that the users ~ The simplest function of (4, B) andv(B, A) that sat-
who are greater net contributors of processing power shouldisfies these conditions is:
get higher priority access to the spare processing power of
the community. This principle acts as a guide to the appor- ra(B) =v(B,A) —v(A,B) 1)
tioning of the available resources among the users currently
requesting them and, thus, as an incentive for collaboration.
In the Network of Favors, allocating a processor to a peer
that requests it is a favor, and the value of that favor is the
value of the work done for the requesting peer. Each peer.
keeps a local record of the total value of favors it has given
to and received from each known peer in the past. Every
time it does a favor or receives one, it updates the appro-
priate number. The peer calculates a local reputation for

In a previous work [3] we have shown that in simu-
lations of this very simple autonomous reputation mecha-
nism, the emergent behaviour of the community is that the
peers who contribute more than they consume are priori-
tized. However, we did not consider the problem of mali-
cious identity-changing. We will see in this paper that using
equation 1 as reputation function makes the system vulner-
able by identity-changing attacks.

A simple and effective solution to this problem, inspired
%§ Yamagishi and Masuda’s experiments with online auc-

given many favors and received few will have a high reputa- tion markets [19], is to require the valuenf(B) to always

o et her uscs I curent et 1o Secde e reater than or equal 1o zer,and zeo o newcomers
. This gives us the slightly more sophisticated function:
than one requester. Thus, whenever there is resource con-
tention, requesters with higher reputation get priority. We
expect theqscheme to sca?e gracgfully becgausré a pé/er only ra(B) =maz{0,v(B, 4) — v(4, B)} 2)
needs to keep track of peers that currently have nonzero lo- \We shall see that the use of this function makes the Our-
cal reputation, and only needs to store a small amount ofGrid community robust to ID-changing.
information for each of these. Using a non-negative reputation function makes it possi-
Since an autonomous reputation scheme uses no inforple to avoid prioritizing malicious ID-changing peers over
mation on interactions that did not directly involve the peer collaborating peers who have consumed more resources
assessing the reputation, this reduces the options that malithan they have contributed. However, under this new repu-
cious peers have to distort the reputations. Malicious strate-tation function a collaborataf cannot distinguish between
gies based on lying about the behaviour of third parties can-a malicious ID-changing peer who never donates any re-
not be applied. One of the remaining possibilities for a mali- sources and a collaborating peBrthat has donated re-
cious peer to attack the reputation system is to change idensources toA4 in the past but consumed at least the same
tity. amount of resources from. To distinguish between these
In peer-to-peer networks, it is usually easy for a peer to types of peers, we introduce another term in the reputation



functionr4(B), (we call it a history term), which reflects with a peer that it has not interacted with before picks a
for peer A the history of its donations from ped?. To new public key/private key pair from a large key space, and
avoid creating a difference between the reputations of long-sends the public key to the new peer. Peers can check the
known peers and newcomers that is too high, and thereforedentity of a requester by sending a challenge encoded in
too costly for a newcomer to overcome, we use a sublin- the appropriate key.
ear function ofv(B, A) as the history term im4(B): for An important security issue that does not involve distor-
example tion of the reputation system is the potential use of the grid
to launch denial-of-service attacks on donating peers or on
ra(B) = max{0,v(B, A)—v(A, B)+log(v(B,A))} (3)  some other service. In OurGrid this is addressed by ensur-
ing that the work done on behalf of the requesting peer is
or carried out in a sandbox with restricted access to the under-

lyi hine, and twork :
ra(B) = maz{0, 0(B, A) — v(A, B) + Vo(B.A)} (4) ying machine, and no network access

For these functions, there is a relatively large difference in 3-2 Evaluating the Network of Favors
the history term between peers who have not donatetl to
at all and peers who have donated a little, but not much dif-  This section describes the results of some simulations
ference between two peers who both have long histories ofthat show that the autonomous reputation scheme used in
reciprocating donations from. This corresponds to intu- OurGrid is effective at distinguishing collaborators from
ition on how the relative values that people attach to favors free riders and promotes equitable resource sharing. We
varies with the amount of past interaction with the person simulated the effects of all four of the reputation functions
granting these favors. Since the history terms take largegiven in Subsection 3.1. The results for the two reputation
positive values for large values of B, A), they can make  functions with history terms (Equations 3 and 4) were very
it possible to identify a collaborator even if the collaborator similar, so we will not report those for the function given in
has consumed more resources than it has donated, provideBquation 4.
that it has donated enough in the past. We start by showing that even the very simplest repu-
In order to calculate 4 (B), we assume that has reli- tation function — the one given by Equation 1 — makes
able information about(B, A) andv(A, B), the value of  the amount of resources donated to fixed-identity free rid-
favors received from and provided 1. Specifically, we  ers very small indeed. After this, we introduce the case
assume thatl can both (i) measure the value of a favor when a free rider changes identity by leaving the commu-
done byB for A; and (ii) verify that the work done was nity and returning as a newcomer. In this scenario, the sim-
valid, i.e. that the data returned was not bogus. These asplest reputation function cannot differentiate collaborators
sumptions are no stronger than the assumptions made fofrom free riders. We then show that the non-negative rep-
decentralized reputation schemes. To ensure the integrityutation schemes can successfully deal with this problem.
of the information,A can use replication to both verify that  Finally, we show that the reputation schemes with history
the work was valid and that the value of the work was as terms have enhanced performance.
reported byB. A detailed study of this approach applied Our simulation scenario is a community of 100 peers
to voluntary computing calledredibility-based fault toler-  that, in atime line divided in turns, share their resources. On
anceis presented by Sarmenta [16]. Using this scheme, aeach turn, each of the peers may be in consumer state with
peer replicates each task on different service providers untilthe same probability. Of the hundred peer$] — f).100
at least a predetermined number of returned results is equalare collaborators and.100 are free riders. When not in
Also, small probe tasks can be used periodically to verify a consumer state, each collaborator donates all its resources
resource donator’s correctness. By acting correctly, a dona+to one peer chosen among the consumers in the current turn
tor gains credibility in a consumer’s view, and the consumer according to their local reputation. The free riders, on the
gains confidence about its results. In OurGrid, we intend to other hand, never donate. When not consuming, they go
implement this credibility-based mechanism both to check idle.
for sabotage and to verify other peers’ informed accounting.  Recall that if a peer donates resources at timie will
Note that implementing sabotage tolerance for returned re-donate them to a free rider with probabilit§t). This prob-
sults is necessary in any resource sharing system. ability can be estimated by measuring the proportion of the
Another possible attack is impersonation of peers with available resources that were consumed by the free riders
high reputation. This can be addressed through pairwisein the simulation. Figure 1 shows this measurement for the
public key cryptography without requiring a shared cryp- simulation of a 100-peer community whefe= 0.5 and
tographic infrastructure (a certification hierarchy, system- p = 0.5. As there is a wide variation in the measured val-
wide revocation processes, etc). A peer about to interactues from turn to turn, we have used the value averaged over
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Figure 2. Measurement of ¢(¢) in a 100-peer
(a) f = 0.5 and differentp values community with p = 0.5 and different f val-
ues, but where all free riders are ID-changers,
when all peers use the rs(B) = v(B,A) —
e v(A, B) as reputation function
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spectively. The time needed to reach the steady state is pro-
portional top. This happens because the community distin-
guishes a collaborator when it donates, and high values of
p indicate that collaborators donate less frequently. In other
T T e—— words, the closep is to 1, the more similar the behaviour of
collaborators is to that of free riders, and the longer it takes
for the community to determine that a peer is a collaborator.
On the other hand, for larger values ffthe early val-
ues ofe(t) are larger, because if a collaborator donates a
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(b) p = 0.5 and differentf values

Figure 1. Measurement of ¢(t) for different resource to a peer with whom the collaborator has not pre-
values of f and p, where all 100 peers use viously had any interactions, the probability that this peer is
ra(B) = v(B,A) —v(A, B) as reputation func- afreerider is large for largg. However the value of does

tion not appear to significantly affect the time that the system

takes to identify the free riders.
As the second step, we introduce another type of peer

in the system, théD-changer This type of peer is a free
the last 50 turns in the graph. All peers are using the sim-rider that assumes a new identity on every turn, making it
ple balance of the favors exchanged with other peers (as inmpossible for the community to keep track of its consump-
Equation 1) as their reputation functions. As time advances,tion. In Figure 2 we show how changing the 50 free riders
the community identifies the free riders, and the probability With stable ID in the community of Figure 1(by (= 100,
of free riders getting resources becomes very small. p = 0.5 and varyingf) into ID-changers alters the emergent

Note that the Network of Favors does require some time Pehaviour of the system.
to identify the free riders, and so might not work well in As can be seen, the capacity to distinguish the free riders
a very dynamic resource-sharing network with many new- in the community greatly decreases, au becomes close
comers, such as the file distribution system BitTorrent [9]. to f, which means that the probability that a donating peer
However, incentives for cooperation can work even in Bit- selects a free rider as recipient is close to the probability
Torrent, and we expect CPU-sharing grids to be much lessthat a peer selected at random is a free rider: the reputation
volatile than this. information gives no significant help to the donating peer in
Figures 1(a) and 1(b) show the behaviour of the reputa- distinguishing ID-changers from collaborators.

tion system for varying values gf and f. These parame- Figure 3 shows the same scenario as Figures 1 and 2
ters affect the time the system takes to reach the steady staté: = 100, f(¢) = 0.5 andp = 0.5), but in a community
where the free riders are all identified ad) is very small, where the collaborators use a non-negative reputation func-
and the early values eft) before this state is reached, re- tion with and without a history term — to be precise, the



reputation functions given by Equations 2 and 3. Figure 3(a)
illustrates how the use of a non-negative reputation func- o ‘ ‘ ‘ ‘ ‘ 075 —
tion improves the robustness of the community to the ID- 035 - :
changing behaviour. Adding the history tetoy(v(B, A))
further improves the ability of collaborators to identify each
other, as can be seen in Figure 3(b).

Another interesting effect of using non-negative reputa-
tions is thatp does not significantly affect the behaviour of R
€ in communities that use this kind of reputation. We be- 005 -
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use positive and negative reputations, free riders (and ID- Tums

changers) cannot have a reputation that is higher than that

of a collaborator, and thus collaborators are more easily dif- (@)7a(B) = maz{0,v(B, A) — v(A, B)}

ferentiated. Moreover, all it takes for a provider to not do-
nate to free riders in a turn is that the provider identifies one
collaborator among the consumers. This condition seems to
be easily satisfied for any value pf

In our simulations we have assumed that peers do not
change their strategies from collaborator to free rider, or
from free rider to collaborator. If they did change their
strategies, the value gfwould not be fixed, but would vary
according to the number of free riders. Nevertheless, in all
the scenarios we simulated with the three non-negative rep-
utation functions, the measured valuec(f) remained un- o —=1
der f/3 after turn 100; so that for fixed andv < 2/3,
we havee(t) < (1 —v).f forall ¢ > 100. The analysis in
Section 2 implies that in that case, free riders have lower ex-
pected utility than collaborators after turn 100. Since Our-
Grid is very lightweight and a peer can preempt a guesttask  Figure 3. Measurement of () for two 100-peer

Mean of epsilon for last 50 turns
o
N
T

4o !
1000 1200 1400

(b) 74 (B) = maz{0,v(B, A) — v(A, B) + log(v(B, A))}

at any moment, we expectto be close to zero (and cer- communities with  p = 0.5 and different f val-
tainly smaller than 2/3). After higher numbers of turnsthere  ues. In the first community, peers use a sim-
is an advantage to collaborators for values efven greater ple non-negative reputation function. In the
than 2/3. second they use a non-negative reputation

function with history term  log(v(B, A), achiev-

Now consider what happens using the same reputation ing a better performance.

functions if peers do change strategies to maximize to their

expected utility. It might take slightly longer for the system

to identify a peer as a collaborator if the peer had originally

been a free rider. However, allowing for this, at some time

after the first 100 turns in such a system we expégtto be 4 Related Work

less than(1 — v).f(¢) and to remain less thaii — v).f(t)

for all subsequent turns, since this holds after 100 turns for4 1 peer-to-Peer Grids
all values of f in our simulations with fixedf. It follows

from Section 2 that free riding dies out, As mentioned in the introduction, efforts are being made

We have verified through simulations that the amount of in the development of peer-to-peer grids as an alternative
resources that a collaborator receives divided by the amounto the complexity of currency-based grids. The Condor [4]
it donates (denoted R) is approximately 1. Figures 4 and and Triana [18] projects have proposed peer-to-peer grids,
5 illustrate this for communities in which the amount a peer but have not considered the problem of providing incentives
donates has a uniform distributidi(1,19). The cost of  for resource donation, relying solely on the altruism of the
donating a resource is smaller than the utility gained by re- System’s participants. Chun et al. propose an architecture

ceiving it. It is therefore in the interest of peers to donate for secure resource peering based on ticket exchange [7].
the largest amount of resources they can. This architecture, however, assumes a shared cryptographic
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Figure 4. F'R measured for all collaborators in
two 100-peer communities where  f = 0.5 and
p = 0.5, after 3000 turns. In (a), peers use the
positive and negative reputation function. In
(b), they use a simple non-negative reputation
function. In both F'R approaches 1.

infrastructure and the establishment of relations of trust be-
tween peers to allow resource access.

We intend, with OurGrid [3], to provide a solution that is
lighter and simpler to deploy in the context of Bag-of-Tasks
applications. We believe that this simplicity will be the key
property in enabling wide adoption.

4.2 Peer-to-Peer Reputation Schemes
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Figure 5. F'R measured for all collaborators
in a 100-peer community where f = 0.5 and
p = 0.5, after 3000 turns. All peers use a non-
negative reputation function with  log(v(B, A)
as a history term.

For decentralized peer-to-peer systems, it makes sense
to use distributed reputation schemes, in which the reputa-
tion information is distributed through different parts of the
system. For example, in P2PRep [10] each peer stores infor-
mation about their own interactions with other peers, and in
EigenRep [12] each peer stores local reputation values and
in addition random peers store global values derived from
multiple local values. In a distributed reputation scheme,
a peer can retrieve all the reputation information from the
system concerning a given peer, using a retrieval protocol.

A challenging issue that a retrieval protocol must deal
with is guaranteeing that the information gathered about
peers is reliable, as malicious peers may tamper with the
information they store. To assure the reliability of this in-
formation, P2PRep relies on voting for gathering opinions
about a peer, heuristics to find clusters of potential mali-
cious voters, and on a shared cryptographic infrastructure
to verify the identities of the peers involved in a transaction.
Alternatively, in EigenRep some replicated mother peers
compute and store a global reputation value for a peer. The
mother peers find the peers they must keep track of, and are
found by peers who need information, through a distributed
hash table.

In contrast, in OurGrid we circumvent the need to pro-
vide such guarantees by not aggregating a global reputa-
tion value for a peer. Instead, peers only use reputation in-
formation involving peer-to-peer interactions in which they
themselves have participated. This information is stored lo-

A reputation scheme for a peer-to-peer system is a waycally by the peer, so is quick to retrieve. The reputation of a

of recording information about past behaviour of peers, for

given peer will in general be different in the eyes of differ-

use as a guide to other peers. The information may beent peers, based on their own past interactions with the peer,

derived from objective facts, or the subjective impressions
recorded by other peers, or a combination of these.

and there is no attempt to create a global assessment. There
is therefore no need for mechanisms to ensure the integrity
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